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A STUDY ON DECLASSIFICATION

INTRODUCTION

This study has been undertaken to determine
CIA compliance with the legal requirements of
declassification; to identify requirements where
CIA has either not assigned declassification respon- .
sibility or the responsibility has not been implemented;
to propose general procedures for declassification
functions which have not been chartered; and to supply
estimates of the resources necessary to lmplement
such proposals.

Through review of the legal documents on
declassification and examination of CIA's
implementing procedures, specific declassification
requirements have been outlined, the declassification
responsibilities assigned toc CIA components have been
evaluated, and the declassification obligations for
which CIA has no implementing procedures have been
summarized.

The study assumes that CIA will fully implement
the intent of declassification and that all material

- classified by CIA is subject to declassification.

For purposes of this study also, the term "classified
material” not only applies to substantive intelligence
reports and other written information, e.g., memoranda,
personnel records, security records, and financial

and logistical records, but also to physical material
developed and produced by CIA in connection with the
performance of its official duties.

In order to outline the legal decla551f1catlon
requirements, the following documents were reviewed:
Executive Order (EQ) 11652; the National Security
Council Implementing Directive for EO 11652, dated
17 May 1972; Executive Orders 11905, 10501, and 10964;
the Freedom of Information Act (FOIA) as amended in
1974; Privacy Act of 1974; and the Inter-Agency
Classification Review Committee (ICRC) Instructions on
Implementation of the Data Index. To determine CIA's
implementation of EO 11652, FOIA and the Privacy Act,
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Headguarters Regulation and its Annex wera! '
examined. In addition, the CIA office missions for
those components charged with implementing some aspects
of declassification as well as other pertinent CIA
notices and regulations have also been reviewed.

(See Bibliography)

2. DECLASSIFICATION REQUIREMENTS

2.1 EO 11652

2.1.1 _The'specific legal requirements for declassification
as outlined in EO 11652 are categorized here to reflect
the authority, review, notification, marking, account-
ability, and management responsibilities assigned to
CIA.

2.2 AUTHORITY

The designated authorities for declassifying CIA
material are:

a. The official authorizing original classification
b. A successor in capacity
C. A supervisory official of either

d. An official specifically authorized by a
regulation issued by the DCI :

Authorizing officials can declassify:
a. CcIia cla'SLfled information ‘and materlal

b. Classified information and material offlclally
transferred with a transfer of function to
" CIA

c. Classified information and material not
originated by CIA but in CIA's possession,
upon consultation with all other departments
having an interest in the subject matter
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Restricted Data and Formerly Restricted Data
will be declassified in accordance with the Atomic
Energy Act of 1954 and AEC regulatioms.

2.3 REVIEW
2.3.1 ADeclaSSification is to occur as soon as there are

no longer any grounds for continued classification.
To ensure declassification action, provision is made
for a systematic, a mandatory and a 30 year review.

2.3.2 GENERAL DECLASSIFICATION SCHEDULE (GDS)

Classified information originated after 1 June
1972 and not exempted from automatic declassification
will be declassified and downgraded according to a
specified General Declassification Schedule. Automatic
declassification of this material will take place as
follows:

Top Secret to Secret in 2 years
to Confidential in 4 years
to Unclassified in 10 years

Secret to Confidential in 2 years
to Unclassified in 8 years

"Confidential to Unclassified in 6 years

Documents classified prior to June 1972 are
subject to the automatic declassification require-
ments and downgrading cited in the GDS if the
material was known as the Group 4 Category.

Specified under EO 10501, 5 November 1953,
amended by EO 10964, 20 September 1961, Group 4
refers to material which does not require special
handling; which was not originated by a group or
organization over which the U.S. Government has no
jurisdiction; which was not provided for by special
statute such as the Atomic Energy Act; which does
not warrant a degree of classification for an

. unspecified period; and which is not extremely
sensitive. -
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Group 4 material under the old Executive Orders
was automatically downgraded at three year intervals,
until the lowest classification was reached, and
automatically declassified twelve years after the
date of issuance. EO 11652 specifies that Group 4
material will be declassified or downgraded according
to the GDS.

2.3.3 EXEMPTIONS FROM GDS
: The categories for material originated after
-1 June 1972 and exempt from the GDS are:

‘a. ,Informatlon or material furnished by a \
foreign government on the understanding
that it be held in confidence (5Bl)

b. Information or material specifically
covered by statute or pertaining to-
cryptography or disclosing 1ntelllgence
sources and methods (5B2)

‘Coe Information disclosing a system, plan,
. installation and project or foreign relations
- matters which needs continued protection for
.national security (5B3)

d. Information which, if disclosed, would place
a person in immediate jeopardy (5B4)

Material with Restricted Data or'Formerly'
Restricted Data caveats are exempt from the GDS.

2.3.4 MANDATORY REVIEW

2.3.4.1 The mandatory review requirement applies to:

a. Material originated after 1 June 1972,
exempted from the GDS and over 10 years
old

'b. Material originated prior to 1 June 1972,
not assigned to Group 4 under EO 10501 as
amended by EO 10964, and over 10 years old
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2.3.4

2.3.5

\ Y _

All of the above material will be subject to
review when:

K-

‘_b.

C.

The request is from a member of the public
or from a government department

The request describes the record with
sufficient particularity to enable CIA
to identify it

The record is obtainable with dnly a
reasonable effort

.2 Material which no longer warrants exemption will
be declassified and made promptly available to the
requester unless exempt from disclosure under the
Preedom of Information Act or other provisions of

law.

30 YEAR REVIEW

The 30 year review requirement specifies that:

a.

All information classified after 1 June 1972
becomes automatically declassified at the end
of 30 full calendar years provided the DCI
does not specify in writing to continue the
classification. The DCI must alsoc specify
the reason for continued classification and
the date on which the material will become

automatically declassified.

All information classified prior to 1 June
1972 and more than 30 years old will be ,
systematically reviewed for declassification
by the Archivist of the United States by the
end of the 30th full calendar year following
the year in which originated. - Such information
does not become automatically declassified.
The DCI will assign personnel to assist the
Archivist in identifying and segregating CIA
information deemed to require continued
classification and preparing a list of

such material for the DCI,

Lo Internal Use €2
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SYSTEMATIC REVIEW

Systematic review of CIA material classified
after 1 June 1972 and considered to be of historical
or other value to warrant preservation must be made
on a timely basis. Annually, CIA will segregate to
the maximum extent possible all material warranting
preservation and becoming declassified at or prior
to the end of the calendar year. The material is to
be declassified and made available to the public when
there are no grounds for continued classification.

2.3.7 FREEDOM OF INFORMATION ACT

Under the Act, CIA will receive requests from

. the general public for Agency material. CIA must

provide the material no matter how recent or old
it may be if it is reasonably described by the
requester and does not fall within one or more

of the nine specified categories of exempted

information. Upon receipt of a request, CIA must
locate the information, review it in light of the

FOIA exemptions and determine which records, or
portions of records, may be made available to the
requester and which are to be withheld. All this

must be done within the deadlines specified in the

law. 1If the requester is denied anything he asks

for initially, he may appeal to the CIA Information
Review Committee. If he fails to get what he requested
from the Agency, he may file a suit to force CIA to
comply with his request. If he sues, the courts can
order the Agency to release denied documents or records
by deciding they were either not properly classified
or that they did not fall within any of the exemptions.

2.3.8 PRIVACY ACT

The Privacy Act of 1974, like EO 11652 and the
FOIA, requires that CIA make information available
to the public and to individuals upon request. Any
member of the public, whether an American citizen
or not, may request mandatory classification reviews
under EO 11652 and under the amended Freedom of
Information Act. Requests under the Privacy Act

‘are limited to American citizens and aliens lawfully
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admitted to the United States for permanent residence.
CIA or its officials can be penalized under the law s
for arbitrarily or capriciously denying information ™~ ¢
which should be released. As with EO 11652 and FOIA,
CIA under the Privacy Act must locate and review records
and determine whether they shall be declassified and
made available or denied to the requester. There is
also an appeal mechanism.

-

2.3.9 BURDEN OF PROOF

In any classification review action which results
in continued classification, the burden. of proof is on
CI2 to show that continued: cla531flcatlon is warranted.

2.4 NOTIFICATION

The requirement for notification under EO 11652
specifies that all addressees to whom the material
was originally transmitted must be promptly notified,
to the extent prahtlcal when material is declas31f1ed
or downgraded in a manner other than originally specified.
There are no reqguirements relating to the means by which
such notlflcatlon should take place. .

2.5 MARKING
2.5.1 The marking requirement specifies that whenever a

change is made in the original classification or dates
of downgrading or declassification, such material must
be promptly and conspiciously marked to reflect:

a. The change in classification or dates

b. The authorizing official

c. The date of the declassification action

d. The identity of the person authorizing
the action |

2.5.2 All earlier classification marklngs must be
changed, if practical, but in any case the first
page must cite the new classification. If the
marking of the actual material is not possible

Approved For Release 2006/11/06 : CHERDP93B01194R0Q1200150029-1
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without interfering with operations, the storage
unit may be marked in lieu of the material. The
material must be appropriately marked when it is
withdrawn from the storage unit.

2.6 ACCOUNTABILITY

2.6.1 Accountability requirements for declassification
.~ include the maintenance of a Classification Authority
List and a Data Index System for selected classified
. material considered to be of sufficient historical or
other value to warrant preservation. In addition,
periodic implementation reports for information
included in the Data Index are required by the ICRC.

2.6.2 CLASSIFICATION AUTHORITY LIST

The Classification Authority List requirement
became effective on 1 July 1972. The List is updated
on a quarterly basis. It includes the identity of:

a. The officials having pr Secret classification

authority :

b.- The officials having Secret classification
authority

c. The officials having Confidential classification
authority

The requirement for a Classifier‘'s List relates to
declassification in that persons with the authority to
classify information and material also have the authority
to declassify it.

2.6.3  DATA INDEX

The Data Index System requirement specifies that
classified information in selected categories approved
by the ICRC as having historical or other value to
warrant preservation be indexed. The index must contain
the following data for each document indexed:

a. Identity of classifier

Approved For Release 2086y1.1#086. s.Qlﬁ;RDP9QBﬂ.1_1&4Rm1,209m029-1
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Department of origin'

Title or description of document
Addressees R

Date of classification

Subjedt/area

‘Classification category and whether subject

to or exempt from the GDS
If exempt, exemption category applicable
Date or event set for declassification

File designation (optional)

The data elements which relate to declassification
are asterisked.

2.6.4 REPORTS

CIA is required to supply the following periodic
implementation reports to the ICRC:

-

The Annual Review List, due by 1 April eéch

‘year, includes all classified documents

indexed in the Data Index System if. (1)
they are exempt and over 10 years old or
(2) indicate an event for declassification

The Annual Declassification List, due on

1 September, contains references to (1)
documents which became declassified during
the previous calendar year and (2) documents
listed in the Annual Review List which have
been declassified in the year covered by

the list

Other reports upon specific request by the
ICRC

T
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MANAGEMENT

To implement and manage declassification
responsibilities the CIA is required to:

a. Assign a representative to the ICRC

'b. Send to ICRC for approval a copy of the
. CIA regulations implementing EO 11652

C. Establish a CIA committee to review
classification/declassification actions -
and act on suggestions .and complaints

d. Designate a senior CIA official to
monitor implementation and chair the
CIA Information Review Committee

e. Ensure adequate personnel and funding

f. Undertake an initial program to familiarize
employees with declassification requirements
and responsibilities and establish and
maintain training and orientation programs

CIA DECLASSIFICATiON IMPLEMENTATION PROGRAMS

CIA has established implementation procedures
to carry out the provisions of the Freedom of Infor-
mation Act (FOIA), the Privacy Act, and most of the

© requirements of EO 11652. Action requirements relating

to declassification are explicit in EO 11652 and in
CIA's implementing procedures. Declassification as
a result of FOIA or Privacy Act requests is not
specifically addressed in the CIA implementing
procedures for the two Acts. )

3.1.1 FOIA AND DECLASSIFICATION

CIA implementation procedures relating to requests
for information under FOIA are outlined in Headguarters
Notice ] while the HN does not precisely
spell it out, when requests which are processed under

_ FOIA result in some type of declassification action,
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including sanitization, the declassified material, of
“itself, becomes subject to the declassification provisions
of EO 11652. 1In particular, the requirements for manda-
tory review of requested information, notification,
marking, and inclusion of references about such actions
in reports to the Interagency Classification Review
Committee (ICRC) apply to all classified material which
is declassified and released under FOIA either directly
or as a result of appeals. While efforts are being made
to meet the declassification requirements inherent in
FOIA review and release actions, it is not clear the
extent to which notification about those efforts has
been carried out up to now.

3.1.2 THE PRIVACY ACT AND DECLASSIFICATION

STATINTL ' | |specifies the CIA implementation
procedures for Privacy Act requests to the Agency.
As with FOIA, there are no specific delegated
responsibilities in ? which relate to STATINTL-
what is to be done with material which is declassi- -
fied as a result of Privacy Act requests. Nevertheless,
all material declassified after review or appeals under

- the provisions of the Privacy Act is subject to the-
declassification requirements of EO 11652. As with
FOIA, it 4is assumed that some efforts are currently
made to notify holders of declassified Privacy Act
material to enable them to mark the records and to 7
provide information about the declassification actions
to the ICRC. The extent of such efforts is unknown.

3.1.3 IMPLEMENTATION OF EXECUTIVE ORDER 11652
DECLASSIFICATION PROVISIONS

3.1.3.1 What Has Been Chartered

3.1.3.2 The CIA declassification procedures for
implementation of EO 11652 are outlined in Headquarters
STATINTL ' Regulation | |and its Annex. Additional Head-
quarters Regulations and Notices, cited in the Bibliography,
assign specific declassification responsibilities to CIA
officials, directorates and staffs.
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program required under EO 11652 are assigned to the DCI and
his Deputy Directors. The accountability and management
responsibilities for the CIA declassification program are,

for the most part, placed within the DDA.

and directorates share some of these responsibilities as
does the CIA Information Review Committee.

3.1.4 CIA IMPLEMENTING AUTHORITIES UNDER PROVISIONS

'OF _EO 11652

The CIA OfflClalS or offlces responsible for
implementing the EO 11652 declassification provisions

are:

The DCI--general review and management
responsibilities | | STATINTL

The Deputy Directors--general review and
management responsibilities

The DDA--designated as the CIA official

STATINTL

STATINTL

responsible for acting to ensure compliance
with the provisions of EO 11652 | |

The DDA responsibilities include:

1.

The institution and operation of a
program to familiarize all CIA employees
with the provisions of EO 11652 and its
NSC Implementing Directive.

The creation and operation of active
training and orientation programs for
employees concerned with classified
material. The training requirement

also specifies the implementation of

a program to brief new employees on

their declassification responsibilities

as well as periodic reorientation programs
for all employees as reminders to comply
with the provisions of the declassification
orders and regulations.
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d. Information Systems Analysis Staff (ISAS,
DDA) ——responsible for developing and
monitoring programs and operating procedures
to ensure CIA implementation of the provisions
of EO 11652. The Chief, ISAS is the CIA
Declassification Officer | | STATINTL

e. Information and Privacy Staff (IPS,DDA)--
responsible for the administration of the
amended Freedom of Information Act (FOIA)
and the Privacy Act. These responsibilities
include the maintenance of the Agency's

centralized records on declassification
STATINTL | I

£. Central Reference Service (CRS, DDI)--
responsible for establishing and maintaining
the Data Index System; recommending modi-
fications and improvements for the Data Index
to the DDA; for advising him of progress ab,;nTL
least annually; and preparing any reports
requested by the ICRC on the progress and
operation of the Data Index System

g. CIA Information Review Committee--responsible
for reviewing appeals relating to requests for
information under EO 11652, as well as undexr
the Freedom of Information Act (FOIA) or the
Privacy Act. Some of the reviews result in
declassification actions. The Committee i1\
comprised of the DDI, DDA, DDO, DDS&T, the %epdty
to the DCI for the Intelligence Community and
the Deputy to the DCI for NIOs

h. Office of Security (0S) ~~responsible for
devising and moni in IA Top Secret .
Control policies i | STATINTL

3.2 - CIA PROGRESS IN MEETING CHARTERED RESPONSIBILITIES

3.2.1 Assigned Action

STATINTL | las well as other CIA regulations and
notices assigns declassification responsibilities

Y
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relating to the authority, review, accountability
and management aspects of EO 11652. Provisions have
been made to meet the follow1ng requirements:

a. The establishment of a CIA Review Committee

b. The identification of Agency officers
' ~ responsible for declassification

c. The development of Classification Authority
Lists

a. The establishment and maihtenance of a
Data Index

e. N-Systematic, mendatory, and thirty year review

f. Marking declassified, downgraded, and
sanitized material

g. The development and operation of training
programs relating to CIA declassification
responSLbllltles and procedures

h. The assignment of personnel to assist
Archivists in making decisions about
declassifying material over 30 years old

i. The preparatlon of periodic reports to the
ICRC on declassification progress

3.2.2 Positive Implementatlon Action

The following declassification responsibilities
currently have action programs within CIA:

a. The Data Index has been created and meets
all specified requirements

b. Agency-wide Classification Authority Lists
have been developed

C. The Annual Review List and the Annual
Declassification List have been prepared
and forwarded to the ICRC within designated
time frames.
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d. Personnel have been assigned to assist
' Archivists in making decisions about the
~ declassification or downgrading of material
over 30 years old

e. The CIA Information Review Committee, which
has as one of its responsibilities the review
of appeals for declassification and down-
~grading after material requested has been
initially denied, has been created. The
Committee meets on a scheduled basis and
considers appeals relating to requests
received under EO 11652 as well as under
‘the FOIA and Privacy Acts

3.2.3 Limited or Unknown Implementation Action

Listed below are the EO 11652 declassification
responsibilities for which implementation guidance
has been provided in[____ ] but about which eithemTATINTL
1imited action has occurred or little information is
known:

a. Review Responsibilities--There are specified

Tegal requirements for systematic, mandatory
. and thirty yvear review of classified material.

If systematic review of classified material is
occurring in CIA offices, little is known
about it. Mandatory review under the provisions
of EO 11652 is not an issue now and will not
become one until June 1982 when records classified
after the effective date of the order (June 1,
1972) become 10 years old. The thirty year
requirement has not been a significant issue
up to now but will become one in CY 1977 when
CIA becomes 30 years old " STATINTL

b. Marking Declassified Material-1
clearly outlines the requirements for marking
declassified material. While some marking
may now occur it is not at all clear the -
extent to which the requirements for marking
are being met Agency-wide. There is also
no clear guidance in any regulation on
declassification about what, if any, action

' ‘ =15~ ' '
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is required by CIA to mark declassified non-CIA
material. This is an important issue particularly
to the large centralized information repositories
in CIA o -

c. "~ Declassification Orientation Programs--The
requirement to provide initial orientation
or periodic reorientation for CIA personnel
to acquaint them with declassification re-
quirements and responsibilities has had mixed
implementation since June 1972. Evaluation
of reports provided to the ICRC on these
-provisions indicates that while some training
has taken place, it was given to a small
percentage of Agency employees in CY 1974
and even fewer in CY 1975. ‘

3.2.4 No Implementation Action

The only EO 11652 declassification requirement

for which no implementation action has been assigned

STATINTTL in CIA is the responsibility for notifying

o holders of material which has been declassified.

Notification is an essential element in the entire
declassification procedural process. Without noti-
“fication, the EO 11652 requirement for marking
declassified material cannot occur.

4 . PROPOSED DECLASSIFICATION SYSTEM

4.1 Consideration of a means to implement the
notification requirement has led to the general
outline of an automated system which could be used
to facilitate access to information to meet a variety
of EO 11652 declassification responsibilities. An
automated system is proposed because an appropriately
designed machine system can provide the flexibility
of input and output which can assist CIA in meeting
its declassification responsibilities efficiently
and within reasonable or specified time frames.

4.2 The outline on the following page depicts the

flow of work in the proposed automated declassification
system. Consideration has been given to declassification
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PROPOSED DECLASSIFICATION SYSTEM

ACTION OFFICES

Reviews material

v CIa NOY~CIA
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30 Year
Review
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’ SYSTEMATIC

INFORMATION
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PRIVACY STAFF

D>
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" Lists of Declassification
Actions Serve as

f——ZXeeps Centralized File of

Decides on Declassification
[~———Marks Material .

+———Sends Notice of Declassification to

r—Inputs Machine Record of

Declassification Actions

CIA and Non-CIA Notices

of Declassification
Orders Computer Lists for
- Distribution

17~

‘Notification
cIia ' NON-CIA
COMPONENTS COMPONENTS

e = Intornal Us

' +~——Prepares Reports for ICRC,
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as it relates to EO 11652, and the FOIA and Privacy Acts.
The DDA Information and Privacy Staff (IPS) is the focal
point on the outline because of its responsibility for
CIA's centralized records on declassification, as well
as for its FOIA and Privacy Act respon51b111bles.. '
Implicit in the proposed automated system is the
constant interaction of IPS with both CIA and non-CIA
components in an effort to meet CIA's chartered
declassification responsibilities.

4.3 System Description-

4.3.1 ”Composition of the Automated Declassification Record

The proposed automated declassification record
should consist of the following data:

Data Field Description
1. oOffice(s) Review or action office(s)
2. Authorizing Code to indicate the name
Official(s) . or position of the person

authorizing declassification

3. Document number Identificétion of document
or material

4. Title/Subject Title or description of
subject matter
5. Publication date Date the material was originated
6. O0ld security | Security classification
classification before review

7. New classification Security classification
‘after review

8. Declassification Date of declassification

date action 7
9. Type of review FOIA, 30-year, l0-year, etc.
action .

Approved For Release 2088/14/66 *GliARBRIertadR ool ehpo29-1
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Data Field

. 10.

11.

12,

13.

14.

15.

16.

4.3.2
4.3.2.1

014 dissemination
controls (if
appropriate)

New dissemination
controls (if
appropriate)

Codeword control
(if appropriate)

Sanitizétion code
{(if appropriate)

IPS case number
(if appropriate)

Requester name
(FOIA and Privacy
Act only)

Date of record

lkﬂA’*R[Sﬂﬁﬂﬁh@&&)o%gbwoozg 1

" Description

Dissemination controls
before review

Dissemination controls
after review

Alphabetical code to
indicate codeword status
of the material

Code to indicate whether
material has been issued
in sanitized version(s)

The case number assigned

to FOIA/Privacy Act requests

by IPS

Name of person requesting
review action under the
provisions of FOIA or the
Prlvacy Act

input (automatically

assigned by the

computer)

Deciassification Work Flow

Under the proposed system, the results of all

‘declassification actions will be directed to IPS.

For FOIA or Privacy Act requests, as presently occurs, .
IPS will determine the office(s) (action office(s}) to
which the requests for review for declassification should
be directed. The action offices review the requests for
declassification and make determinations about continued
classification, sanitization or declassification. When
these actions occur, the action office will forward the

. material to IPS. 1IPS will also be the office to which
declassification, downgrading or sanitization actions
"resulting from systematic or 30 year review are
forwarded.
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4.3.2 A Notice of Declassification (NOD) will be the

means by which the action offices will inform IPS
about declassification decisions which they make.

The NOD will be a standardized form which will at
least include the data outlined in paragraph 4.3.1.
The declassification information will be input to
the automated system by IPS. For faster turnaround
time, it is assumed that the input will be on-line,
i.e., from a remote computer terminal. IPS will also
keep the central file of NODs.

4.3.2.3 Among thé advantages of the proposed automated

4.3.2.4

system is its ability to provide machine printouts
which can be distributed to original addressees of
declassified material. The listings will provide

a means for meeting the EO 11652 requirement for
notification and can be used by holders of declassi-
fied material to comply with the marking reguirements
for declassified material.

system are:

a. The ability to search for specific items
of information, e.g., document number,
declassifier, etc., which is not possible
now because all declassified actions are
filed by case number

b. '~ The availability of information from
which a variety of statistical reports
on declassification can be generated,
e.g9., the number of declassification

- actions by date, by originating office,
by publication date, by original
classification, etc.

e. The capacity to generate separate lists
of declassified, downgraded and sanitized

: material
4.4 ' Resource Requirements for an Automated
"Declassification System
4.4.1 Resource considerations for any automated system

include the design of computer software to implement
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the system, the availability of computer hardware to
support the system, and the personnel to manage, .
operate and use the system. '

4.4.2 The simplicity of the proposed system should
enable it to operate with existing CIA computer
rdware. It is anticipated also that software
design would require between 1000-3000 programming
. man-hours--one to three people working full time
for six months; two to six people for three months.
In addition, at least 20 man-hours per month would
- be required to maintain the computer programs after
design and implementation. If computer input from
a remote terminal is implemented, ten clerical man-
hours per terminal would be reguired to input and
validate approximately 300 records. This figure
is based on CIA's current experience with on~line
input systems. '

4.4.3 The following table outlines a portion of the
manpower and equipment resources which would be
required to input declassification records into
an automated system.

RESOURCE REQUIREMENTS

Daily Record Clerical = Remote Terminal
Volume Man-hours Terminals Space (Sqg. Ft.)
300 10 1 20
600 20 2 40
900 30 3 .60
1200 40 4 80
4.4.4 Not addressed in this paper are a number of

additional resource considerations which require
further study. They include: training; site
preparation for input devices; disc and magnetic
tape storage; paper. costs for computer output;
computer use time (CPU time); and professional
management and supervisory time inherent in such
a system.

| -21- '
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5 ; CONCLUSIONS AND RECOMMENDATIONS
5.1 : What can be generally concluded after review

of the EO 11652 declassification requirements
and the CIA implementation programs is that:

a.

In those instances when declassification
guidance exists in CIA Regulations, it is
unevenly implemented throughout the Agency

One of the most significant declassification
requirements (notification) has no CIA
implementation program

Little Agency-wide marking of declassified
material occurs at the present time

There has been no significant action taken
in the area of systematic review of classified
records for the purposes of declassification

CIA employees as a whole are relatively

unaware of their individual classification

and declassification responsibilities because

of infrequent orientation or retraining programs

Little action has been taken to ensure
adequate planning for the thirty year
review of classified records which must
take place for CIA beginning in 1977

These issues must be addressed more directly if
CIA is to conform to the intent of the EO 11652
declassification requirements.

5.2 For CIA to fully implement the requirements of
declassification the following action is recommended:

a.

That the Deputy Director for Administration
(DDA) immediately implement a system for

~the notification of all CIA downgrading,

declassification and sanitization actions
whether they are made in response to a request
for a review under EO 11652, FOIA or the

_Prlvacy Act
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b. . That the DDA study the feasibility of the
' proposed automated notification system

c. That IPS/DDA be assigned the responsibility
of maintaining a centralized file of all
downgrading, declassification and sanltlzatlon
actions

d. That IPS/DDA supply lists of downgrading,
' declassification and sanitization actions
to CIA and non-CIA components

e. That material which is declassified, downgraded
or sanitized be filed by the office of record

f£.. That the DDA establish an active Agency-wide
program for the training, orientation and
reorientation of CIA employees on all aspects
of decla551f1catlon

g. That the DDA amend to include th&TATINIEL -
requirement for notification and to provide
more detailed guidance on the systematic
and thirty year review provisions as well
as the marking responsibility

h. That the DDA review and update the Headgquarters

Notices relating to compliance with EO 118652,
FOIA, and the Privacy Acts
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